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Definitions Motivation The bimodal property
 Familiar Objects
 (n, k, λ)-Difference Set {1, 2, 4} ⊂ Z7
 I G : abelian group with |G | = n
 I A: subset of G with |A| = k
 I each g ∈ G \ {0} occurs λ times as a difference g = a1 − a2with a1, a2 ∈ A
 (n,m, k, λ)-Difference Family {1, 4}, {2, 3} ⊂ Z5
 I G : abelian group with |G | = n,
 I A1,A2, . . . ,Am: subsets of G with |Ai | = k ∀i ,I each g ∈ G \ {0} occurs λ times as a difference g = a1 − a2
 with a1, a2 ∈ Ai for some i .
 M.B. Paterson RWEDFs 2/12
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Definitions Motivation The bimodal property
 External Difference Family
 W. Ogata, K. Kurosawa, D.R. Stinson and H. Saido. Newcombinatorial designs and their applications to authenticationcodes and secret sharing schemes. Discrete Mathematics 279,383-405, 2004.
 (n,m, k, λ)-EDF {1}, {2}, {4} ⊂ Z7
 I G : abelian group with |G | = n,
 I A1,A2, . . . ,Am: disjoint subsets of G with |Ai | = k ∀i ,I each g ∈ G \ {0} occurs λ times as a difference g = ai − aj
 where ai ∈ Ai and aj ∈ Aj for some i , j with i 6= j .
 M.B. Paterson RWEDFs 3/12

Page 5
                        

Definitions Motivation The bimodal property
 Notation
 A1,A2, . . . ,Am disjoint subsets of finite abelian group G .For δ ∈ G \ {0} and i = 1, 2, . . . ,m define
 Ni (δ) = |{(ai , aj)|ai ∈ Ai , aj ∈ Aj (j 6= i), δ = ai − aj}|
 idea! Instead of just counting differences, count with weights.idea! Base the weights on the sizes of the sets A1,A2, . . . ,Am.
 M.B. Paterson RWEDFs 4/12
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Definitions Motivation The bimodal property
 Reciprocally-Weighted EDFs
 (n,m, k1, . . . , km; `)-RWEDF
 I G : abelian group with |G | = n,
 I A1,A2, . . . ,Am: disjoint subsets of G with |Ai | = ki ∀i ,I For each δ ∈ G \ {0}
 1
 k1N1(δ) +
 1
 k2N2(δ) + · · ·+ 1
 kmNm(δ) = `.
 Examples:
 I EDF
 I Collections of sets where ∀i we have Ni (δ) = λi ∀δ (GSEDF)
 I {0}, {5}, {1, 9}, {2, 3} ⊂ Z10
 M.B. Paterson RWEDFs 5/12
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Definitions Motivation The bimodal property
 Weak Algebraic Manipulation Detection codes
 An encoder has a collection A = {A1,A2, . . . ,Am} of disjointsubsets of an abelian group G with |G | = n.They play a game with an adversary:
 I encoder draws i uniformly from {1, 2, . . . ,m} thenindependently draws g uniformly from Ai .
 I adversary chooses δ ∈ G \ {0}.I adversary succeeds if g + δ ∈ Aj with j 6= i .
 weak (m, n, ε)-AMD code: adversary’s success probability is atmost ε.
 R. Cramer, Y. Dodis, S. Fehr, C. Padro and D. Wichs. Detectionof algebraic manipulation with applications to robust secret sharingand fuzzy extractors. Eurocrypt ’08, LNCS 4965, 471-488,Springer, (2008).
 M.B. Paterson RWEDFs 6/12
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Definitions Motivation The bimodal property
 Computing the success probability
 Given δ ∈ G \ {0}, the adversary succeeds when the encoded valueis g ∈ Ai and g + δ ∈ Aj for j 6= i .
 eδ =1
 m
 (N1(δ)
 k1+
 N2(δ)
 k2+ · · ·+ Nm(δ)
 km
 )
 Then e = maxδ eδ.Averaging eδ over δ ∈ G \ {0} gives the bound
 e ≥ (m − 1)T
 m(n − 1)
 (where T = |A1|+ |A2|+ · · ·+ |Am|.)The bound is tight when the average case equals the worst case.
 Optimal weak AMD codes are RWEDFs!
 M.B. Paterson RWEDFs 7/12
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Definitions Motivation The bimodal property
 Integer `
 1
 k1N1(δ) +
 1
 k2N2(δ) + · · ·+ 1
 kmNm(δ) = `.
 Consider the case where k1, k2, . . . , km are coprime:
 k2 · · · kmN1(δ) + · · ·+ k1 · · · km−1Nm(δ) = `k1 · · · km,
 k2 · · · kmN1(δ) = k1(`k2 · · · km − · · · − k2 · · · km−1Nm(δ))
 k1|N1(δ), hence N1(δ) ∈ {0, k1}(bimodal property)
 M.B. Paterson RWEDFs 8/12

Page 17
                        

Definitions Motivation The bimodal property
 Integer `
 1
 k1N1(δ) +
 1
 k2N2(δ) + · · ·+ 1
 kmNm(δ) = `.
 Consider the case where k1, k2, . . . , km are coprime:
 k2 · · · kmN1(δ) + · · ·+ k1 · · · km−1Nm(δ) = `k1 · · · km,
 k2 · · · kmN1(δ) = k1(`k2 · · · km − · · · − k2 · · · km−1Nm(δ))
 k1|N1(δ), hence N1(δ) ∈ {0, k1}(bimodal property)
 M.B. Paterson RWEDFs 8/12

Page 18
                        

Definitions Motivation The bimodal property
 Integer `
 1
 k1N1(δ) +
 1
 k2N2(δ) + · · ·+ 1
 kmNm(δ) = `.
 Consider the case where k1, k2, . . . , km are coprime:
 k2 · · · kmN1(δ) + · · ·+ k1 · · · km−1Nm(δ) = `k1 · · · km,
 k2 · · · kmN1(δ) = k1(`k2 · · · km − · · · − k2 · · · km−1Nm(δ))
 k1|N1(δ), hence N1(δ) ∈ {0, k1}(bimodal property)
 M.B. Paterson RWEDFs 8/12

Page 19
                        

Definitions Motivation The bimodal property
 Bimodal collection of sets
 Collection of disjoint subsets A = {A1,A2, . . . ,Am} of an abeliangroup G with Ni (δ) ∈ {0, ki} for all δ ∈ G \ {0}.
 Example
 I Cosets of a subgroup H < G .
 I Collection of singletons (ki = 1 ∀i)
 Notation:I Bj = ∪i 6=jAi .I Hj = subgroup of G generated by all differences ai − aj with
 ai , aj ∈ Aj .
 Theorem
 A collection of disjoint subsets of G is bimodal iff ∀i with ki > 1the set Bj is a union of cosets of Hj .
 M.B. Paterson RWEDFs 9/12
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Definitions Motivation The bimodal property
 Group Partition
 Group partition: a collection of subgroups of a group Gintersecting in {0} such that every g ∈ G \ {0} lies in precisely oneof the subgroups.
 Example
 Z3 × Z3
 {(1, 1), (2, 2)}, {(0, 1), (0, 2)}, {(1, 2), (2, 1)}, {(1, 0), (2, 0)}
 I The only abelian groups admitting partitions are elementaryp-groups. (vector space partition)
 I The collection of sets consisting of nozero elements of thesubgroups of a group partition of G form a bimodal collectionof sets.
 I Every such collection is also an RWEDF!
 M.B. Paterson RWEDFs 10/12
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Definitions Motivation The bimodal property
 More examples of RWEDFs
 Example
 Z12
 {3, 6, 9}, {4, 8}, {1}, {2}, {5}, {7}, {10}, {11}
 Example
 D10 = {x , y : x5 = y2 = 1, xy = yx−1}{y}, {yx}, {yx2}, {yx3}, {yx4}, {x , x2, x3, x4}
 M.B. Paterson RWEDFs 11/12
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Definitions Motivation The bimodal property
 Open questions
 I Is there any significance to the condition ` ∈ Z?
 I What do non-bimodal examples with ` ∈ Z look like?
 I What happens when ` /∈ Z?
 I Construct examples with ` small.
 M.B. Paterson RWEDFs 12/12
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